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Introduction

Welcome to the rapidly growing field of information security!
Twenty-five years ago, the information security profession was
new and obscure. Many of us fell into information
security jobs when our employers realized their business was
at risk and they needed to protect their networks and assets.
The catch is they weren’t sure how – in terms of technology
or people – to make that happen.

We gathered in small groups and at conferences and tried to
figure out how to tackle this job that no one had done before
us. We had sketchy job descriptions and IT-oriented titles
that didn’t reflect business requirements, our company’s
environment or the actual jobs we were doing. There were
also few standards and guidelines.
Today, things are different. Hackers have evolved from a small
group of highly specialized guys writing malicious code to
widespread professional thieves actively stealing identities and
assets, destroying individuals’ lives and ruining businesses.

As a result, society has come to rely on information security
professionals. Businesses recognize that information and
information security are critical to delivering their products
and services, and they protect us all personally and nearly
everything we use in our daily lives, from phones to
electricity to home computers.

I hope this guide helps you understand the opportunities
before you and prepares you for this exciting and
challenging career!

– Patricia A. Myers, CISSP-ISSMP, Chairperson,
Board of Directors, (ISC)2
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Being an information security professional is a tough job.You
need technical skills and the ability to understand how to
protect information and information services in a business
context. But it can also be an immensely rewarding career
with thrilling prospects.

Printing: Print Techniques

Information security has become a real profession driven
by common standards and supported by education
opportunities and certifications like the CISSP® that
empower you throughout your careers.
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[(ISC)2®]

is

the

internationally recognized Gold Standard for educating and

certifying information security professionals. Founded in
1989, (ISC)2 has certified over 40,000 information security

professionals in more than 110 countries. Based in Palm

Harbor, Florida, USA, with offices in Vienna, Virginia, USA,
London, Hong Kong and Tokyo, (ISC)2 issues the Certified

Information Systems Security Professional (CISSP®) and

related concentrations, Certification and Accreditation

Professional (CAPCM), and Systems Security Certified

Practitioner (SSCP®) credentials to people meeting
necessary

competency

requirements.

The

CISSP,

CISSP-ISSEP® and SSCP are among the first information

technology

credentials

to

meet

the

stringent

requirements of ANSI/ISO/IEC Standard 17024, a global

benchmark for assessing and certifying personnel. (ISC)2 also
offers a portfolio of education products and services based

upon (ISC)2’s CBK®, a compendium of industry best

practices for information security professionals, and is

responsible for the annual (ISC)2 Global Information

Security Workforce Study. More information is available at
www.isc2.org.
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About Microsoft

Founded in 1975, Microsoft is the worldwide leader in

software, services and solutions that help people and
businesses realize their full potential.

Today’s interconnected world allows people worldwide to
work and play across a multitude of devices, products,
services and organizations. Microsoft’s vision is to establish

trust in computing so that its customers can work and play
in this interconnected world with greater confidence in the

security of their experiences. In pursuit of this vision,

Microsoft is committed to building trust in computing
through a continued focus on technology investments,
industry partnerships and prescriptive guidance.

Organizations increasingly depend on qualified information

security professionals to help maintain the security of their

networks. Microsoft applauds (ISC)2 for its ongoing efforts

to support and promote the information security profession
and to offer guidance on opportunities for students to
pursue careers in information security.
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What is
Informatio
n

Information systems* is any written, electronic or
graphical method of communicating information. The basis
of an information system is the sharing and processing of
information and ideas. Computers and telecommunication
technologies have become essential information system
components. The scope of information systems includes
people, processes, infrastructures, architecture, and
technical implementations.

Information security, on the other hand, is assuring
the correctness, reliability, availability, safety and security for
all aspects of information and information systems.

Information security is crucial to the economic
well-being of commercial enterprises and national security,
as well as for the integrity of the global economy. Major
businesses and governments using the Internet are
deploying more and more complex inter-networked
information systems. It is the job of information security
professionals to ensure that these networks and computer
systems are properly and adequately secure by protecting
information assets, such as customer data, financial
information and critical infrastructures.
* Definition according to Barron’s Dictionary of Business
Terms,Third Edition
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“Quotes”
Job Challenges

“One challenge I face is explaining to top-level executives why security needs to be in place, the aftermath if
the security is breached, and how to assure the right
controls have been implemented to make sure that the
security risk is mitigated.They need to understand that
it defeats the purpose to lock the front door if you leave
all of the windows wide open.”
– Troy J. Leach, CISSP, CISA, Senior Manager
of Data Security Global Operations
with American Express

“Being responsible for information security at an
institution of higher education, I was asked to handle
many challenging situations, probably the most significant
of which was the illegal use and distribution of
copyrighted products (software, music, film clips, etc.).
I worked with the legal department and the system
administrators to develop a process for responding to
complaints that not only reduced the risk to the
institution for copyright infringement but also
maintained the open environment of an educational
institution. Communication was key to this process –
notifying the complaining organization that the request
had been received, contacting the people who had the
illegal materials on their machines, removing the
offending materials or shutting them down from the
network, and responding back to the complaining
organization to verify that the problem had
been resolved.”
– Anne Oribello, CISSP, CISM, Senior
Information Security Analyst
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What types of jobs are
available? In what industries and organizations?
Areas of expertise within information
security:
ª Access Control Systems and Methodology
(how people enter and leave the system)

ª Administration (planning, implementating and evaluating
information security programs)

ª Application and Systems Development Security

(creating new computer programs to protect an organization)

ª Auditing and Monitoring (collecting information for identification
and response to security breaches)

ª Business Continuity Planning (BCP) and Disaster
Recovery Planning (DRP) (uninterrupted access to
critical data systems)

ª Cryptography (the coding and decoding of data and messages)
ª Law, Investigation and Ethics (computer crime laws
and regulations and ethics)

ª Malicious Code (counter measures and prevention techniques for
dealing with viruses, worms and other forms of deviant code)

ª Operations Security (setting identity controls; auditing and
monitoring the mechanisms and tools)

ª Physical Security (giving physical systems access solely to
those who need it)

ª Risk, Response and Recovery (processes to identify,
measure and control loss)

ª Security Architecture and Models (building the security
infrastructure for a complex organization)

ª Security Management Practices (identification of information
assets and development of policies and procedures)

ª Telecommunications and Network Security (ensuring security
through remote access management, network availability, firewall
architectures,VPNs, data networking, LAN devices, etc.)

Common job titles: Typical industries:
Security auditor
Security specialist
Security consultant
Security administrator
Security analyst/engineer
Web security manager
Director/Manager
of security
ª Chief privacy officer
ª Chief risk officer
ª Chief Security Officer
(CSO)/Chief Information
Security Officer (CISO)
ª
ª
ª
ª
ª
ª
ª
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ª Professional services
(real estate, legal, engineering)
ª Government
(national, state, and local)
ª Telecommunications
ª Banking and other
financial-related industries
ª Manufacturing
ª Healthcare
ª Education
ª Insurance

“Quotes”
Education

“At the time I began my career in information
security, there were few, if any, formal organizations
(private or public) or educational institutions that were
addressing information security except the U.S. Army.
Therefore, I received almost all of my information
security education while serving in the U.S. Army. Today,
there are many sources of education in information
security, beginning with undergraduate studies and
progressing all the way to the doctoral level. Information
security has progressed from being a specialty to a life-long
profession.”
– James R. Wade, CISSP-ISSAP, ISSMP, CHS-III,
Executive Director & Chief Operating Officer with
International Information Integrity Institute (1-4), Current
(ISC)2 Board Member and Former Chairman of the Board

Typical organizations that hire
information security professionals:

The organizations that typically hire information security
professionals are in professional services, government,
telecommunications and banking. A growing number of
smaller businesses are hiring information security staff as well.
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What do I need to do
to become an information
security professional?
Education Options/Requirements
ª Associate Degree for systems administrators

ª B.A. in information technology or related field for
analyst, engineer or manager
ª B.S. in computer science or equivalent for
analyst, engineer or manager
ª M.S. or M.A. for director

ª Ph.D. for professor, researcher, advanced developer
ª Vendor-specific and vendor-neutral credentials

Technical Skills

ª Knowledge of and the ability to implement and
monitor security policy

ª Knowledge of network systems and security protocols
ª Knowledge of security software programs
and implementation

ª Knowledge of best practices in developing security
procedures and infrastructure
ª Develop and write information security policy

General Skills and Aptitudes
ª Strong conceptual and analytical skills

ª Ability to operate as an effective member of a team

ª Ability to manage multiple diverse tasks simultaneously
ª Strong project management skills (ability to manage
the total project while understanding subcomponents
and how they relate to the overall project)
ª Demonstrate interpersonal and conflict
management skills*

ª Ability to effectively relate security-related concepts to a
broad range of technical and non-technical staff*
ª Excellent oral, written and presentation skills*
ª Solid leadership qualities*

* Especially if you want to become an executive information
security professional
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Troy Leach

“Quotes”
Most Rewarding

“I have a direct affect on changing security practices
within an organization and making sure that it is
prepared for whatever is going to come its way.That by
itself, knowing that the overall goal of security is to be
able to maintain a businesses’ status quo, is satisfying.
A security breach affects much more than the actual
assets that are compromised. A lot of families are
affected when security breaches occur, especially within
smaller companies. If you are in a smaller company of
three to five hundred employees and a major security
breach occurs, there is a very real possibility that the
entire company could be shut down. I think not only of
the lives of the employees but also of those of their
husbands, wives and children.”
– Troy J. Leach, CISSP, CISA, Senior Manager
of Data Security Global Operations
with American Express

“The most satisfying aspect of my job is that I’m focused
on protecting the privacy of individuals and improving
the online security of businesses and consumers. I enjoy
solving challenging problems involving a broad array of
issues. My job is never dull!”

– Kristina Laidler, CISSP, Security Group Manager
with Microsoft Corp.

11

Kristina
Laidler

“Quotes”
How I Got Started

“I got started as a Senior Special Agent with the United
States Customs Service, where I initiated and conducted
investigations of complex criminal cases concerning
violations of international treaties and violations of
federal laws, rules and regulations. I earned certification as
a Computer Investigative Specialist/Seized Computer
Evidence Recovery Specialist and then became responsible
for forensic examinations of computer systems seized
during the course of criminal investigations. I also provided
testimony as a computer forensic specialist on multiple
occasions in the United States District Court.”
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– Kristina Laidler, CISSP, Security Group Manager
with Microsoft Corp.

“Quotes”
Skills/Aptitudes

“You need very strong analytical skills to work in
information security. Security is all about
problem-solving. You need to find out how the
system can be broken, then after you break it, what to
do to protect it and buffer it so it doesn’t happen again.”

– Troy J. Leach, CISSP, CISA, Senior Manager
of Data Security Global Operations
with American Express

My Responsibilities
“Quotes”
Steve Lipner

“As senior director of security engineering strategy for
Microsoft’s Security Technology Unit, my primary
responsibility is the Security Development Lifecycle,
or SDL, Microsoft’s ongoing program to modify
our software development processes to better
accommodate security best practices and achieve
measurably improved security. I lead a small team that
does process development, training and works with the
internal stakeholder groups to identify ways in which we
can build more secure software. In addition to my core
role, I’m also responsible for Microsoft’s work with
worldwide government agencies responsible for the
international Common Criteria for IT Security
Evaluation – helping those agencies to make the criteria
more effective and helping Microsoft development teams
comply with the criteria. In my work for Microsoft, I get
the opportunity to make security better for hundreds of
millions of customers. I can’t imagine a more rewarding
way to spend my working hours.”
– Steven B. Lipner, CISSP, Senior Director of
Security Engineering Strategy with Microsoft Corp.
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Certifications

Technology alone cannot protect an organization’s critical
information assets. People are the key to a secure organization,
and employers demand qualified information security staff to
provide the highest standard of security to protect their
customers, employees, shareholders and partners. There are
two main categories of information security certifications:
vendor-neutral and vendor-specific. A vendor-neutral
certification, such as the Certified Information Systems
Security Professional (CISSP®), encompasses a broad scope of
knowledge and is not tied to any specific technology vendor or
product. Vendor-specific certifications, such as the Microsoft
Certified Systems Engineer (MCSE): Security, are offered by
technology vendors covering knowledge and content specific
to their products, solutions, and best practices. Both kinds of
certifications play an extremely important role in the market,
fulfilling specific knowledge and learning requirements,
and demonstrating predetermined acceptable levels of
competency and experience.

Benefits of Certification
To the Professional:

ª Demonstrates a working knowledge
of information security
ª Validates the person’s commitment to
the profession
ª Offers a career differentiator, enhanced
credibility and marketability
ª Provides access to valuable resources, such
as continuing education, peer networking and
idea exchange

To the Organization:

ª Establishes a standard of best practices
for the organization
ª Provides the organization with staff that have
demonstrated a broad knowledge in information
security and sound professional judgment
ª Provides access to a network of global industry
and subject matter experts
ª Provides comfort to employer as to the individual’s
knowledge, skills, abilities and experience
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Associate of (ISC)2

This program recognizes students or others at
the beginning of their careers who have
acquired knowledge of key information
security concepts but do not yet have the
work experience required for full
accreditation. Gives them access to a vast network of
security professionals and resources.

(ISC)2 Certifications

(ISC)2, the only non-profit body charged with maintaining and
administering the compendium of industry best practices, the
(ISC)2 CBK®, is the premier certification and education
resource for information security professionals worldwide.
Systems
Security
Certified
Practitioner (SSCP) – This credential
offers information security tacticians the
opportunity to demonstrate their knowledge,
skills,
abilities and experience with the seven
domains (ISC)2 SSCP CBK.

The SSCP credential is ideal for those
working toward or who have already
attained positions as senior network security
engineers, senior security systems analysts or
senior security administrators.

Certification and Accreditation
Professional (CAPCM) – This credential
validates the formalized process used to
assess the risks and security requirements of
an information system.To qualify for the CAP
credential, a candidate must have two years of
direct experience in Certification and Accreditation.
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(ISC)2 Certifications

Certified Information Systems
Security Professional (CISSP®) – As
the
first
ANSI-accredited information security
credential accredited under ANSI/ISO/IEC
Standard 17024,
the CISSP provides
information security professionals with not only
an objective measure of knowledge, skills,
abilities and experience but a globally
recognized standard of achievement. The
CISSP credential demonstrates competence in
the 10 domains of the (ISC)2 CISSP CBK®.

The CISSP credential is ideal for mid- and
senior-level managers who are working toward or have
already attained positions as CISOs, CSOs or senior
security engineers.

Information Systems Security
Management Professional
(CISSP-ISSMP®) - The credential is for the
advanced information security manager. It
reflects a deeper management emphasis and
understanding built on the broad-based knowledge of
the CISSP CBK domains. This includes information
security/assurance/risk management professionals who focus
on enterprise-wide risk management.
Information Systems Security
Engineering Professional (CISSP
ISSEP®) - The credential is for the
advanced information security/assurance/risk
management professional who demonstrates exceptional
mastery of system security engineering, technical management, Certification and Accreditation, and Information
Assurance regulations. Developed in conjunction with
U.S. National Security Agency (NSA) and based on National
Institute of Standards and Technology (NIST) guidelines
pertaining to DoD requirements.
Information Systems Security
Architecture Professional (CISSP
ISSAP®) - The credential for the advanced
security architecture professional who
focuses on high-level security for
enterprise-wide
systems and infrastructure. It verifies knowledge,skills and
abilities for the information security/risk management professional.
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The Information Security Professional

Career Path
Career Transition
Transition
Career

Years
Experience
15

In Depth
Concentrations

C-Suite

Chief Information Security Officer
Chief Security Officer
Chief Privacy Officer
Chief Information Risk Manager
Others

Concurrent
Personal
Development

14

13

12

11

10

Transition To Strategist

9

8

7

6

5

4

3

2

1

0

Academic Foundation

To transition to strategist - board interaction, strategic planning, people
management, budgeting, project management, marketing, business risks,
IT & networks, higher education and vendor-specific credentials.

(ISC)2 services and programs:
ª
ª
ª
ª
ª
ª
ª
ª
ª

Ongoing professional education
Concentrations for specialized subject matter expertise
Online discussion forums
Networking receptions and resources
(ISC)2 Career Center (job/resume postings)
Research library
Speaking and volunteer opportunities
Discounts on industry events
Advocacy for the information security profession

IDC surveyed information security professionals worldwide
who are actively involved in making hiring decisions about
the importance of security certifications, and 93 percent of
them believe security certifications are either somewhat or
very important when making hiring decisions. And, more
than 61 percent of respondents of the most recent survey,
released in December 2005, indicated they planned to
acquire at least one information security certification within
12 months.
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Typical job path:

ª University graduate - Information security administrator,
eligible for Associate of (ISC)2 program
ª 1+ years work experience – Information
security administrator, eligible for SSCP® certification
ª 4+ years work experience – Information security
analyst/engineer, eligible for CISSP® certification

ª 7+ years work experience – Information security manager
ª 9+ years work experience – Director of IT or
information security, chief security officer (CSO)
or chief information security officer
(CISO)

If you wish to have successful career CISO, CSO
progression and reach executive status,
Manager
in addition to IT skills and technical
knowledge, you must gain knowlAnalyst/Engineer
edge of and experience with
Administrator
management best practices
and business-related skills,
such as management and communications skills and an understanding of policy, processes and personnel. According to an
Auburn University study,“Managerial Dimensions in Information
Security: A Theoretical Model of Organizational Effectiveness,”
sponsored by (ISC)2, implementing effective information security
programs requires exceptionally high levels of "task interdependence." Respondents reported that 62 percent of their daily tasks
require the exchange of information or cooperation with others
i
n

Salaries
“Quotes”

“Salaries were discussed at my high school reunion,
and mine was head and shoulders above most of the
people my age.”

– Jared R. Greene, CISSP-ISSAP, ISSMP,
CCNA, Division President, Lead Assessor InfoSight
Assessment Services with InfoSight Inc.
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What will my salary be?
CISO,
CSO
$150,000 or more

Manager,
Information Security
= $100,000
Security Analyst/Engineer
= $80,000
Information Security
Administrator = $75,000

IT Administrator = $45 - 55,000

Average Base Salary (U.S. National)

Typical salary increases after certification
Salary increases often result after an employee earns his
or her certification from (ISC)2.

“Quotes”
My Responsibilities

“As the United States Postal Service IT governance
executive since October 2004, I am responsible for
identifying, publicizing, monitoring and enforcing the
organizational structures, policies and processes required
to manage and control the use of information technology
to create value, manage risk, and achieve the Postal
Service’s business goals. The initial focus areas are the IT
services metrics and value, information systems
methodology (life cycle management), project planning and
management, and standards compliance for the distributed
infrastructure, including security.”
– James. L. Golden, CISSP, CISM, IT Governance
Executive with the United States Postal Service
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What is my career outlook?

According to the 2005 (ISC)2 Global Information Security
Workforce Study, conducted by global analyst firm IDC and
sponsored by (ISC)2, the number of information security
professionals worldwide in 2005 was 1.4 million, a nine
percent increase over 2004, and nearly twice the expected
growth in the number of IT employees globally. This figure
is expected to increase to more than 1.9 million by 2009,
a compound annual growth rate (CAGR) of 8.5 percent
from 2004.
Increasingly, financially driven threat profiles and regulations
are forcing companies to take a more proactive approach
to incorporating security. As a result, information security
has become a critical component of enterprise and
government risk mitigation programs.

Also, according to the 2004 (ISC)2 Global Information
Security Workforce Study, more than 97 percent of
respondents had moderate to very high expectations for
career growth. Security professionals are experiencing
growth in job prospects, career advancement, higher base
salaries and salary premiums at faster rates than other
areas of information technology.

“Quotes”
The Future

“Given the continued trend toward connected
businesses and pressure for faster decisions and
response, I believe that information security will continue
to be both a very exciting profession and one of growing
importance. I believe information security professionals
will need to grow both by being more connected to
business and strategy and by being better able to evaluate
and/or recommend technical tradeoffs.”
– Steven B. Lipner, CISSP, Senior Director of
Security Engineering Strategy with Microsoft Corp.
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“Quotes”
How I Got Started

“I perform vulnerability risk assessments in the banking,
financial and healthcare industries. I got started when I was
sent by my employer to cover for someone doing security
assessments for the company. I was able to hack a bank wide
open in 28 minutes. From there, the company decided that
they needed to send me to get CISSP education and obtain
the certification through (ISC)2.”

– Jared R. Greene, CISSP-ISSAP, ISSMP, CCNA,
Division President, Lead Assessor InfoSight
Assessment Services with InfoSight Inc.

Worldwide Information Security
Professionals by Region, 2004-2009
900
800

In Thousands

700
600
500
400
300
200
100
0
2004
Totals

2005

2006

2007

2008

2009

1,293,459 1,414,023 1,536,364 1,669,894 1,803,217 1,944,022
2004-2005
Growth (%)

Americas
EMEA
Asia/Pacific
Total

2004-2009
CAGR (%)

8.5

7.1

8.8

7.9

10.8

10.7

9.3

8.5

EMEA = Europe, Middle East,Africa
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Anne
Oribello

“Quotes”
The Future

“I expect to see more legislation and regulations
surrounding the management of data, which will
continue to push organizations to improve their
security. Companies will be required to have their
security more in line with generally accepted standards,
and these standards will continue to evolve as new
threats are identified and new tools are available.”
– Anne Oribello, CISSP, CISM, Senior
Information Security Analyst

“Quotes”
Words of Wisdom

“The information security profession is rapidly
becoming both a management and a technical
profession. Earlier, information security professionals
were very much considered technicians. There is
room and demand for both, and rarely do you
find a person with strong skills in both areas.
Professionalization is becoming more and more
critical. A person may generally be good in one or
the other skills and have to work very hard and gain
skills in both to reach the top.”
– James. L. Golden, CISSP, CISM,
IT Governance Executive with the
United States Postal Service
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Words of Wisdom

“My advice to someone interested in starting in the
profession is to get a good foundation in some of the
fundamentals. A degree in IT or computer science and an
MBA are ideal, although you don’t have to do all this at one
time. Read some books and Web sites about information
security. Plan to pass the CISSP exam and any relevant
vendor-specific exams as soon as your skills and
experience allow you to. Finally – this may go without
saying – remember that a lot of security is about trust,
and that your personal integrity and reputation are
super-important to your ability to function effectively in this
or any other field.”
– Steven B. Lipner, CISSP, Senior Director of
Security Engineering Strategy with Microsoft Corp.

“I recommend anyone wanting to get into information
security to spend the grunt work years developing a broad
skill set in various platforms, languages and applications that
will be used in assessing security. Like with most things, you
can’t start to fix it unless you know how it works.”

– Troy J. Leach, CISSP, CISA, Senior Manager
of Data Security Global Operations
with American Express

“For high schoolers, my advice is to beat down the door of
the network administrators at the county offices or
somebody in network support and tell them that they have
an interest and want to volunteer their time. After
working in the network department for two to three years,
then they can walk out the door of high school at age 18
and already have two years of network experience. That’s
powerful. I also recommend that they get a CompTIA
Network Plus certification as a starter because it covers all
the basics of networking and gives them an idea of what
area of specialization to get into. From there, I recommend
they pursue a CISSP for security or take the Cisco route
for systems administration.”
– Jared R. Greene, CISSP-ISSAP, ISSMP,
CCNA, Division President, Lead Assessor InfoSight
Assessment Services with InfoSight Inc.
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Schools, Education Facilities
and Certification
Organizations,
Additional Resources and
Associations
*Denotes schools that are U.S. Centers of Academic
Excellence for Information Assurance Education

The National Security Agency (NSA) has designated the
academic institutions listed below as National Centers of
Academic Excellence in Information Assurance Education
(CAEIAE). For additional program information, visit www.nsa.gov/ia
or call Customer Service at the NSA Central Security Service
at 800-688-6115.

Multiple Locations
(ISC)2 Institute
Vienna,VA
e-mail: institute@isc2.org
www.isc2.org

Note: Scholarships are available through (ISC)2.Visit:
www.isc2.org or call (727) 785-0189 for more details.

Keller Graduate School of Management of DeVry University
MBA with Concentrations in Security Management or
Information Security; Graduate Cert. in Information Security
www.keller.edu

Locations by State

Alabama
Auburn University*
Information Assurance Laboratory
Department of Computer Science
and Software Engineering
Auburn, AL
www.eng.auburn.edu/users/hamilton/security/
California
California State University at Pomona*
Center of Information Assurance College
of Business Administration
Pomona, CA
www.bus.csupomona.edu/cfia.asp
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California - cont.
Naval Postgraduate School*
Center for Information Systems
Security Studies and Research
Monterey, CA
http://cisr.nps.navy.mil
Stanford University*
Computer Science Department
Stanford, CA
www.cs.stanford.edu
University of California at Davis*
Computer Security Laboratory
Department of Computer Science
Davis, CA
http://seclab.cs.ucdavis.edu/
Vista Community College
AA in Computer and Information Systems Security
Berkeley, CA
www.vistacollege.edu/default.htm
Colorado
Colorado Technical University
Masters in Management w/Information
Systems Security Concentration
Colorado Springs, CO
www.coloradotech.edu
United States Air Force Academy *
Colorado Springs, CO
www.usafa.af.mil
District of Columbia
George Washington University*
School of Engineering and Applied Science
Washington, DC
www.seas.gwu.edu
National Defense University*
Information Resources Management College
Washington, DC
www.ndu.edu/irmc
Florida
Florida State University*
Department of Computer Science
Tallahassee, FL
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www.cs.fsu.edu/infosec/
Florida - cont.
Nova Southeastern University*
Center for Information Protection Higher Education
and Research, Graduate School of Computer and
Information Services
Fort Lauderdale, FL
www.nova.edu
Seminole Community College
AA in Computer and Information Systems Security
Sanford, FL
www.scc-fl.edu
St. Petersburg College
IT Security Education
(ISC)2 Authorized Academic Center
Largo, FL
www.spcollege.edu/itsecurity
Georgia
Albany State University
BS in Security Management
Albany, GA
www.asurams.edu
Georgia Institute of Technology*
College of Computing
Atlanta, GA
www.cc.gatech.edu
Kennesaw State University*
Center for Information Security
Education and Awareness
Kennesaw, GA
http://infosec.kennesaw.edu

Idaho
Idaho State University*
Informatics Research Institute and the National
Information Assurance Training and Education Center
BBA and MBA with Emphasis In Computer Security
and Information Assurance
www.security.isu.edu and www.niatec.info

University of Idaho*
Center for Secure and Dependable Systems
Moscow, ID
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www.csds.uidaho.edu
Illinois
University of Illinois at Urbana-Champaign
Department of Computer Science
Urbana, IL
www.cs.uiuc.edu
DePaul University*
Information Assurance Center
Chicago, IL
http://diac.depaul.edu

Indiana
Purdue University*
The Center for Education and
Research in Information Assurance
and Security (CERIAS)
West Lafayette, IN
www.cerias.purdue.edu
Iowa
Iowa State University*
MS in Information Assurance
Ames, IA
www.iastate.edu
Maryland
Capitol College*
MS in Network Security
Laurel, MD
www.capitol-college.edu
Johns Hopkins University*
Information Security Institute
Baltimore, MD
www.jhuisi.jhu.edu
Towson University*
Center for Applied Information
Technology
Towson, MD
www.towson.edu/CAIT/
University of Maryland*
University College
Adelphi, MD
www.umuc.edu
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Maryland - cont.
University of Maryland*
Baltimore County
Center for Information Security and Assurance
Baltimore, MD
www.cisa.umbc.edu
University of Maryland
MS in Computer Systems Management
University of Maryland, College Park
College Park, MD
www.vprgs.umd.edu
Massachusetts
Boston University*
Department of Computer Science,
Metropolitan College
Boston, MA
www.bu.edu/met/departments/computer/
Northeastern University*
College of Computer and Information Science
Boston, MA
www.ccs.neu.edu
University of Massachusetts, Amherst*
Department of Computer Science
Amherst, MA
www.cs.umass.edu
University of Massachusetts Lowell
Certificate Program in Security Management
Lowell, MA
www.uml.edu
Michigan
Eastern Michigan University*
Graduate Certificate in Information Security
Master of Library Science with Information
Security Concentration
College of Technology
BTE Office
Ypsilanti, MI
www.bte.emich.edu/infosec.php
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Michigan - cont.
University of Detroit, Mercy*
Centre for Assurance Studies
Detroit, MI
http://business.udmercy.edu/center_assurance.php
Walsh College*
Information Assurance Center
Troy, MI
www.walshcollege.edu
Mississippi
Mississippi State University
Department of Computer Science
and Engineering
Mississippi State, MS
www.cse.msstate.edu/
Nebraska
University of Nebraska at Omaha*
Nebraska University Consortium on
Information Assurance, College of
Information Science and Technology
Omaha, NE
http://nucia.ist.unomaha.edu/
New Jersey
New Jersey Institute of Technology*
College of Computing Sciences
University Heights
Newark, NJ
www.ccs.njit.edu
Stevens Institute of Technology*
Department of Computer Science
Hoboken, NJ
www.cs.stevens-tech.edu
New Mexico
New Mexico Tech*
Department of Computer Science
Socorro, NM
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www.cs.nmt.edu/page_home.html
New York
Pace University*
School of Computer Science and
Information Systems
White Plains, NY
www.csis.pace.edu/csis/
Polytechnic University*
Brooklyn, NY
www.poly.edu
State University of New York, Buffalo*
Center of Excellence in Information
Systems Assurance Research and
Education, Department of Computer
Science and Engineering
Buffalo, NY
www.cse.buffalo.edu/caeiae/
State University of New York, Stony Brook*
Computer Science Department
Stony Brook, NY
www.cs.sunysb.edu
Syracuse University*
Center for Systems Assurance
Syracuse, NY
www.csa.syr.edu
United States Military Academy,West Point*
Information Technology and
Operations Center
Department of Electrical Engineering
and Computer Science
West Point, NY
www.itoc.usma.edu
North Carolina
North Carolina State University*
Computer Science Department
Raleigh, NC
http://ecommerce.ncsu.edu/infosec/
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North Carolina - cont.
University of North Carolina, Charlotte*
The Laboratory of Information Integration, Security
and Privacy
Department of Software and
Information Systems
Charlotte, NC
www.sis.uncc.edu/LIISP
Ohio
Air Force Institute of Technology*
Center for Information Security
Education and Research (CISER)
Wright-Patterson Air Force Base, OH
www.afit.edu
Oklahoma
Oklahoma State University*
Center for Telecommunications and Network Security
Williams S. Spears School of Business
Stillwater, OK
http://ctans.okstate.edu
University of Tulsa*
Center for Information Security
Tulsa, OK
www.cis.utulsa.edu
Oregon
Portland State University*
Maseeh College of Engineering and
Computer Science
Portland, OR
www.cs.pdx.edu
Pennsylvania
Carnegie Mellon University*
MS in Information Systems Management
Pittsburgh, PA
www.mism.cmu.edu
Drexel University*
Department of Electrical and
Computer Engineering
Philadelphia, PA
www.ece.drexel.edu
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Pennsylvania - cont.
East Stroudsburg University*
Computer Science Department
East Stroudsburg, PA
www.esu.edu/cpsc
Indiana University of Pennsylvania*
Center of Academic Excellence in
Information Assurance
John P. Murtha Institute for
Homeland Security
Indiana, PA
www.iup.edu/infosecurity
Peirce College
AS and BS in Information Security
(ISC)2 Authorized Academic Center
Philadelphia, PA
www.peirce.edu
Pennsylvania State University*
Center for Information Assurance
School of Information Sciences and
Technology
University Park, PA
http://net1.ist.psu.edu/cica/
University of Pennsylvania
Department of Computer and
Information Science
Philadelphia, PA
www.cis.upenn.edu
University of Pittsburgh*
Laboratory of Education and
Research on Security Assured
Information Systems (LERSAIS)
Pittsburgh, PA
www.sis.pitt.edu/~lersais/
West Chester University of Pennsylvania*
Information Assurance Center
Department of Computer Science
West Chester, PA
www.cs.wcupa.edu/ia
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South Dakota
Dakota State University*
Center for Information Assurance
Madison, SD
www.ia.dsu.edu
Texas
Texas A&M University*
Center for Information Assurance and Security
College Station,TX
http://cias.tamu.edu/
University of Dallas*
Center for Information Assurance
Graduate School of Management
Irving,TX
http://gsmweb.udallas.edu/info_assurance/
University of North Texas*
Center of Information and Computer Security
Denton,TX
www.cics.unt.edu
University of Texas, Dallas*
Cybersecurity and Emergency
Preparedness Institute
Erik Jonsson School of Engineering
and Computer Science
Richardson,TX
www.utdallas.edu/research/dfepi/
University of Texas, San Antonio*
College of Business
San Antonio,TX
http://business.utsa.edu
Utah
Weber State University
Certificate Program for Chief
Information Security Officer
Ogden, UT
www.weber.edu
Vermont
Norwich University*
Northfield,VT
www.norwich.edu/biz/cs
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Virginia
ECPI College of Technology
AA in Computer and Information Systems Security
Hampton,VA
www.ecpi.edu
George Mason University*
Center for Secure Information Systems
Fairfax,VA
http://isse.gmu.edu/~csis/
James Madison University*
Harrisonburg,VA
www.infosec.jmu.edu
University of Virginia*
School of Engineering and Applied
Science
Charlottesville,VA
www.seas.virginia.edu
Virginia Polytechnic State University*
Computer Science Department
Blacksburg,VA
www.cs.vt.edu
Washington
University of Washington*
Center for Information Assurance and Cybersecurity
Institute of Technology
Tacoma,WA
http://depts.washington.edu/uwciac/

Additional Resources

(ISC)2’s Resource Guide for Today’s Information
Security Professional – Global Edition
www.isc2.org/resourceguide

Professional Associations

Advancing National Strategies and Enabling Results
www.anser.org
AFCEA International
www.afcea.org
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American Council for Technology (ACT) and Industry
Advisory Council
www.actgov.org
American National Standards Institute (ANSI)
www.ansi.org
ASIS International
www.asisonline.org
Association for Computer Security Day
www.computersecurityday.org
Association for Computing Machinery (ACM)
www.acm.org
The Biometric Consortium
www.biometrics.org
Center for Internet Security
www.cisecurity.org
Computer Security Institute
www.gocsi.com
The Computing Technology Association (CompTIA)
www.comptia.org
Cyber Security Industry Alliance (CSIA)
www.csialliance.org
Energy Security Council (ESC)
www.energysecuritycouncil.org
Federation of American Scientists, Information
Security Oversight Office
www.fas.org/sgp/isoo
The Federation for Identity and Cross-Credentialing
Systems (FiXs)
www.fixs.org
Global Information Technology Management
Association (GITMA)
www.gitma.org
Global Platform (International Smart Card
Association)
www.globalplatform.org
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Government Electronics and Information Technology
Association (GEIA)
www.geia.org
Homeland Security Institute
www.homelandsecurity.org
Information Assurance Professionals Association
(IAPA)
www.iapa-glc.org
Information Resources Management Association
(IRMA)
www.irma-international.org
Information Systems Audit and Control Association
(ISACA)
www.isaca.org
Information Systems Security Association (ISSA)
www.issa.org
Information Technology Association of America
(ITAA)
www.itaa.org
Institute of Electrical Electronics Engineers (IEEE)
www.ieee.org
Institute of Electrical and Electronics Engineers
Computer Society
www.computer.org
International Association of Privacy Professionals
www.privacyassociation.org
International Biometric Industry Association (IBIA)
www.ibia.org
International High Technology Crime Investigation
Association (HTCIA)
www.htcia.org
International Information Systems Forensics
Association (ITFSA)
www.iisfa.org
International Information Systems Security
Certification Consortium, Inc. [(ISC)2]
36 www.isc2.org

Inernational Systems Security Engineering
Association (ISSEA)
www.issea.org
International Security,Trust, and Privacy Alliance
(ISTPA)
www.istpa.org
Internet Security Alliance
www.isalliance.org
Interoperability Clearinghouse (ICH)
http://ichnet.org
Latin American Security Association (ALAS)
www.alas-la.org
Liberty Alliance Project
www.projectliberty.org
NACHA,The Electronic Payments Association
www.nacha.org
National Biometric Security Project
www.nationalbiometric.org
National Classification Management Society (NCMS)
www.classmgmt.com
National Defense Industrial Association (NDIA)
www.ndia.org
National Standard Registry Board (NSRB)
www.nsrb.us
OASIS (Organization for the Advancement of
Structured Information Standards)
www.oasis-open.org
SANS Institute
www.sans.org
Security Industry Association
www.siaonline.org
Smart Card Alliance
www.smartcardalliance.org
USENIX
www.usenix.org
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